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Ensuring Mobile App Performance

W
An overview of app testing and monitoring
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here in the world are your customers today? Are they at home, at work, or somewhere in between? At a soccer
game? The gym?

And what about your employees? Are they at a customer site? In an impromptu meeting in a company hallway?
Or working from home today?
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It’s nothing new that customers and em-

ployees are all over the place. But what is 

new is that no matter where they are, now 

they’re likely connected via a smartphone or 

tablet. They’ve got their e-mail in their 

hand while they’re waiting in line at the 

grocery store, and the company pricelist on 

their iPad while they’re sitting across the 

desk from a prospect.

 The stats paint a picture of a mobile in-

dustry that’s roaring like a runaway freight 

train. The worldwide mobile industry will 

reach $1.3 trillion in revenue in 2011; 300 

billion of that will be for data, and for the 

first time the majority of that will not be for 

messaging. In the United States this year, 

the majority of new mobile phone sales 

were smartphones, and next year, the ma-

jority of mobile phones in use in the U.S. 

are expected to be smartphones.

 And when you’re talking smartphones 

(and tablets), you’re talking apps. Apps and 

the Web browser are the two major thor-

oughfares for accessing content on mobile 

devices. And the stats show increasing mo-

mentum for apps as the primary route for 

mobile content and entertainment.

 According to one study, for the year 

ending in June 2011, app usage grew by 

91percent; users now spent over 81 minutes 

a day on apps versus 74 minutes on the In-

ternet through a Web browser.

According to Pew Internet, half of all U.S. 

adult cell phone owners have apps on their 

phones, and the percent who downloaded 

apps nearly doubled in the past two years.

So it’s no surprise that companies that don’t 

have a viable mobile strategy are scrambling 

to formulate one, and companies that have 

already embarked on mobile are fast at 

work on ways to take their strategy to the 

next level.

 “It’s a mobile tsunami,” says Faraz Syed, 

president of Keynote DeviceAnywhere. 

“Many of our customers have defined C-

level and VP-level executives who are 100 

percent mobile focused — who are mobile 

guides within their organizations. Because 

they know that not only do they have to 

provide access over mobile channels for 

their customers to products and services 

and for employees to enterprise informa-

tion, but these are also channels they have 

to monetize.”

Mobile apps, moving target
 Companies may now recognize the com-

pelling need to reach customers and em-

ployees through apps, but getting those 

apps built, tested, and to market is a new 

and complex challenge. Mobile is a many 

times more fragmented ecosystem than the 

desktop environment. Existing, “traditional” 

software development protocols need to be 

adapted; more importantly, mobile requires

an entirely different set of quality assurance 

and performance protocols.

 Rather than testing software in a single 

operating system environment, mobile re-

quires development and testing for as many 

as fiveOS platforms — iOS, Android, Black-

Berry, Windows, and Symbian. Complicate 

that further with a multitude of devices, 

each with its own form factor and display 

characteristics, add in the nuances of vari-

ous cellular carriers both domestic and in-

ternational, and you have a test scenario 

sure to send even the most sophisticated IT 

department reaching for the aspirin bottle.

 It doesn’t have to be such a headache, 

though.  An effective, expeditious alterna-

tive is to go outside and utilize independent 

testing and monitoring partners that al-

ready have mobile infrastructures in place. 

The partner then becomes responsible for 

procuring the handsets and other devices, 

and establishing the carrier contracts in 

various geographies, typically on a scale far 

broader than would be realistic for an in-

house department to manage. Such out-

sourcing is the direction the market is 

taking. International Data Corporation pro-

jects worldwide testing services to grow 

more than 15% a year through 2015, from a 

total spend of $9.4 billion in 2010 — and 

mobile applications are a fast-growing part 

of that total.
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Devices everywhere, how to test them all?
 With customers and employees carrying 

so many different devices, the first decision 

is what platforms and devices to focus on 

for testing — there are simply too many to 

test them all. But by clearly defining the 

purpose of the application and examining 

market share and other data, it’s possible to 

arrive at a manageable pool of devices that 

serves to validate an app with confidence.

 “What we do is compile a lot of data,” says 

Syed. “That data goes across multiple vari-

ables — market size, market share, penetra-

tion, as well as physical and OS characteris-

tics of the different devices. We can give 

customers a sense that, if they tested, let’s 

say 25 devices, they should be able to cover 

75 to 80 percent of the market they’re look-

ing for.”

 The device decision is simpler for an en-

terprise app to be used by employees, be-

cause the enterprise will determine what 

devices are supported. In that case, it’s defi-

nitely possible to test on all the devices for 

which the app is intended.

Testing: there’s an app for that
 Another decision that needs to be made 

early is what portion of the app testing, if 

any, will be done with emulators, and what 

portion with real devices. Emulators can be 

great timesavers, but they are far from per-

fect.

Most experts recommend constraining their 

role.

 “Emulator-based approaches are not rec-

ommended even by the device manufactur-

ers,” says Pradeep Kumar Govidasamy, head 

of the Mobile Testing Center of Excellence 

at Cognizant, the global IT and consulting 

firm. “But emulators are useful during the 

initial phases of development and testing, to 

validate sections of source code as it’s being 

written. After that, though, you really need 

to use real devices for field testing, network 

testing, interruption testing — basically, for 

all of your functional testing.”

Real tests use real devices
 It’s not that testing with real devices is 

the gold standard, though that’s one way to 

look at it.  The fact is, there is simply no way 

to emulate the behavior of a mobile app in 

the field unless the device is literally in the 

field.  System overhead, memory usage, 

CPU speed — a host of variables impact app 

functionality in ways that just can’t be re-

produced in a lab.  To get real test results, 

you have to deploy real devices.

iPads, iPhones, Android and BlackBerry de-

vices racked up and ready to put a test app 

through its paces. Testing on real devices is 

imperative to prove performance across 

myriad form factors, OSs, and networks.

 But creating an internal test program 

using real devices is a challenge. The de-

vices have to be bought, carrier contracts 

have to be established, test scripts created, 

users trained, results compiled and ana-

lyzed — for each geographic market. And 

then the devices and contracts have to be 

dealt with after the testing is done, or main-

tained for ongoing monitoring.
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 This complexity is why so many enter-

prises use an outside test partner that offers 

an established infrastructure with hundreds 

or thousands of devices deployed over a 

broad geography. The test provider works 

with the client company to develop the nec-

essary scripts, and then leases time to them 

on its network to run the tests. This is test-

ing in the “public cloud,” which means that 

many clients utilize the same devices and 

infrastructure to conduct their tests.It’s an 

ideal solution for most companies — there’s 

no upfront capital expenditure and tests can 

be quickly executed on demand, on a budg-

et-friendly pay-per-use basis.

 But when a company has particular secu-

rity concerns and is reluctant to expose its 

data on a shared infrastructure, or if it has 

ongoing testing needs, a “private cloud” so-

lution is in order. In this case, the test pro-

vider procures devices and contracts to 

create a private test network exclusively for 

the use of a particular client company.

In either case, the client team has ready 

online access to the entire process, from 

scripting to running the tests to reading re-

sults.

 Cloud-based app testing is an automated 

process. There’s no human being working 

the phones out in the field; rather, the de-

vices are remotely operated by machine, 

performing the interactions specified in the 

test scripts and providing feedback on the 

devices’ responses.

 “You can execute applications in their real 

native environment,” explains Syed about 

Keynote DeviceAnywhere’s automated test-

ing, “with all the environmental factors that 

would affect that device if the app was run-

ning on a device in someone’s hand.”

The goal is to test every last bit of the app’s 

functionality: to perform every task, load 

every screen, and process every input that a 

user might throw at it.  Only when all the 

efforts to break it have failed is the app 

From the comfort of their own offices anywhere in the world, app owners use Keynote 
DeviceAnywhere’s Test Center to operate test devices — actual phones and tablets, located 
anywhere on the test network — as if they were holding the devices in their own hand.

a candidate for release to its intended 

market.

Hoping for HTML5?
 Yes, it’s incredibly complicated to de-

velop, test and monitor apps for the ever-

changing multitude of mobile devices in the 

marketplace. That’s why so many are pin-

ning their hopes on HTML5, with its prom-

ise of “build once for all” simplicity.

 “Enterprises are very, very keen on Web 

apps and on adopting HTML5 as the solve-

all for their mobile development needs. And 

for obvious reasons,” Syed says.
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“They’ve been trained on the Web front 

through the process of building lots of ap-

plications for the Internet. They have the 

trained personnel skilled to do Web devel-

opment, and to the extent that they can lev-

erage the same skills to produce mobile 

apps, that’s what they want to do.”

 HTML5 does offer the potential to create 

a native-like app experience, with the ability 

to incorporate some native functionality 

such as gestures and GPS. And while some 

major players, such as Facebook and You-

Tube, have built apps withHTML5, we’re a 

long way from matching the native experi-

ence. There are differences in how HTML5 

is implemented across browsers and plat-

forms, and performance is not always on 

par with native apps. Still, there are oppor-

tunities for HTML5.

 “For example, mobile banking apps might 

be very well done in HTML5, or a restau-

rant recommendation review site may be 

very well done in an HTML5 set-up,” says 

Syed. “It just depends on what the app 

needs to do on your platform, and therefore 

what coordinated features of the platform it 

needs to leverage. So performance is one big 

differentiator, and then access to the de-

vices’ core capability — these are the differ-

entiators to use to determine whether or 

not you can do a Web app versus a native 

app.”

 Another consideration is distribution of 

the app. Native apps have app stores where 

they can be discovered and adopted by 

users; there is no such mechanism for Web 

apps. One solution that some app develop-

ers are adopting is to create an HTML5 app 

inside of a native app wrapper. That way, 

the bulk of the app — the HTML5 portion 

— can be created once, with just the wrap-

per to be customized.  Then it can be mar-

keted through the app stores like any other 

native app.

 In any event, whether the app is built as 

purely native, hybrid, or an HTML5Web 

app, the testing regimen and the imperative 

to test on real devices is the same.

The proof is in the performance
 The app has been put through its paces, 

revised and retested over and over, and now 

every effort to break it simply fails.  Break 

out the champagne, it’s ready for release — 

but don’t celebrate too long.  Because no 

app is ever ready to be left all on its own.

 With websites, apps, basically anything in 

the online world, things can and will go 

wrong.  There could be overload issues 

(because your app is so popular!), server 

issues somewhere in your network, unex-

pected usage patterns.  Any number of 

things can dull the sparkle of your shiny 

new app today, tomorrow or six months 

from now.  Constant vigilance is the key to

happy users and a successful app.

 “There are people who look at it from a 

positive point of view who say, I want to 

have the fastest app and best user experi-

ence,” says Tim Murphy, marketing man-

ager, mobile quality at Keynote Systems.  

“And there are people for whom maybe the 

glass is half-empty, who say, I just want to 

avoid headaches.  But the solution is the 

same for either one.”

 That solution is monitoring.  Perhaps not 

surprisingly, some of the same best prac-

tices for testing also apply to monitoring 

performance and availability, most notably, 

using real devices in real-life scenarios.  

How and what you monitor, though, is 

somewhat different from what you tested in 

the development phase.

 “When you do testing, you want breadth 

and depth both, testing on dozens of de-

vices, testing each and every workflow of 

the application,” says Nisheeth Mohan, 

senior product manager, mobile, for Key-

note.  “But when it comes to monitoring, 

you typically focus on the most popular 

workflows on the most popular devices in 

the most popular markets.”
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 Monitoring offers a similar public/private 

cloud choice as described above for testing.  

Keynote, for example, has a well-estab-

lished infrastructure with a broad array of 

devices on different carriers in multiple lo-

cations around the world.  An app owner 

can use this network for ongoing scheduled 

monitoring.  Or, if security is a concern or if 

volume justifies it, Keynote will build a pri-

vate cloud network with the devices and in 

the markets that matter most to the app 

owner.  And with a private cloud,

An effective monitoring solution supports 
all of the device’s functionality — in this 
case, taps, swipes, pinches and all of the 
multi-touch gestures that make the iPhone 
and similar devices so popular.

 you have the luxury of doing more trouble-

shooting than you could do in a shared 

public environment, because you own all of 

the time on the devices.  You can pause the 

application and monitoring script and in-

teract with the app to see exactly what the 

end user sees and find out exactly what’s 

causing a problem.

 Public or private, the key to an effective 

monitoring program is to find out quickly 

about problems before they become crises.

 “You don’t want the news and media to be 

all over your issue, and find out about it

 from them,” Mohan says.  “You want to pro-

actively fix issues before they escalate and 

have a big impact on your user base.  You do 

that with global monitoring, and by having 

intelligence built into the system that pro-

actively alerts you as soon as an issue starts 

occurring.”

 Mobile app monitoring covers two broad 

areas:  availability and performance.  A 

well-written monitoring script will confirm 

the availability of the mission-critical func-

tions and entire transaction processes.   At 

the same time, performance is measured

Timely alerts are the key to effective monitoring, enabling response before an issue esca-
lates. When a predetermined performance or availability threshold is breeched, the app 
team is sent an alert via email, text message, or directly to the enterprise console.
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in terms of how much time it takes a given 

transaction to complete.  It’s been well es-

tablished in numerous research that users 

will not tolerate long delays — in fact, that 

they expect mobile performance to be on 

par with desktop performance — and not 

only will they abandon sites that are too 

slow, they won’t come back.

Counting the stars
 Performance is a vital key to satisfied 

users, and satisfied users are the key to 

broader adoption in the marketplace for 

one big reason:  reviews.

  Poor performance means fewer stars, and 

that means fewer downloads.

 “There are half a million apps in the 

iPhone app store,” Mohan says.  “How do 

you get visibility among all those apps?  A 

lot of it comes down to customer reviews.  

Apps that have good customer reviews get 

higher ranking in the app store.  So perfor-

mance is critical.  If you get bad reviews be-

cause of poor performance, your app is 

doomed.”

Conclusion:  Test early.  Monitor always.
 Whether you’re aiming to create the next 

animal-throwing blockbuster or to connect 

your field employees with vital enterprise 

data, the success of your app depends on 

rigorous testing before release, and diligent 

monitoring after.  Cloud solutionsprovide 

access to an established and far-reaching 

infrastructure of real devices — a critical 

criterion for the effectiveness — and bring 

speed, automation, and market reach to 

both the testing and monitoring processes.
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