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Introduction 
 

For Web sites of all types in all verticals performance is a critical part of the user experience. Ideally, 

performance should be transparent to the user (i.e. does not impede their ability to interact with the site). 

In order to provide excellent performance, the various components of each page load (or application load) 

need to be considered. These components include the network performance, server performance, third 

party performance and so on.  

Each page has in common the delivery of content.  Performance of each page is related to how this content 

is implemented and deployed. For the purpose of this paper, this will be known as Page Construction. Page 

construction for our purposes does not refer to the look and feel of the overall site, but instead to the 

technical construction of each of the page’s components. Consider what is needed to construct a Web page 

such as objects, the page size, and the use of JavaScript, to name a few. 

How can we build high performing pages? What are the best practices that should be considered?  

Before we begin with the topics of page construction, we need to set the groundwork for this discussion.  

1. High Speed Paradigm – Much of the research in this area has been focused on reducing 

page size. While the reduction of the number of bytes transmitted to the client/browser is well-

meaning it is not the major factor for today’s user.  For high speed (broadband) users the major 

factor contributing to page performance (as it related to page construction) is the number of 

round- trips taken to build a page.  TCP was developed to send large packets of data efficiently, not 

to send small requests due to the overhead associated with TCP. Today most users have excess 

bandwidth. Therefore the movement of pages of 500K-1MB is not a major issue. What is an issue 

however, is the time it takes to retrieve the small content which makes up a page.  

 

As an example, a user in New York accessing a site in Los Angeles might take up to 100ms to 

retrieve a single resource. Why? The issue is simply a physics problem (i.e. the speed of light over 

long distances). If we have 100 requests on a page, the latency is 10 seconds regardless of the page 

size.  Obviously this is an oversimplification of the way a modern Web browser works.  There are of 

course parallel requests that can speed up this process significantly. Nevertheless the major factor 

for performance is round-trips to complete the construction of the page. It does not really matter if 

the resource is 100 bytes, 1K or 10K. The time is equivalent.  

 

Therefore reducing the number of round-trips per page should be the site designer’s top priority. 
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2. Tailoring Best Practices – While this guide is an attempt to provide best practices for page 

construction, it also must be tailored to the specific page/site in question.  Each of the best 

practices contained here should be considered, but they do not guarantee a high performing page. 

Other variables much be considered and these variables might lead to more or less stringent 

guidelines. 

 

For example, if a site is hosted in the U.S.A. serving a Chinese audience and is not using a CDN, the 

best practices for page construction would be very different than for a site that is using a CDN and 

is only focused in the U.S.A.  Likewise, a page showing high back-end latency (consider a banking 

transaction) versus a page that is mostly marketing content (consider an Auto Model Overview 

page) will each require a slightly modified approach to page construction. 

The best way to implement the recommendations provided in this document is to collect and 

analyze actual performance measurements. Rather than simply use a rules-based approach in an 

attempt to meet performance goals, Keynote highly recommends ongoing measurements be taken 

of the site/pages with detailed analysis.  Analysis of this measurement data can and should be used 

to understand what is really causing a page to be slow and from this data build page guidelines for 

optimum performance.   

3. Render Analysis – It is also important to keep in mind that we only want to optimize the 

pieces of the page construction that impact the user.  Keynote would therefore recommend the 

following: 

a. Design pages to provide functionality and visual content to the user as quickly as possible. 

a. Reduce JS and CSS files pre-render (combine files) 

b. Allow for progressive render (render parts of the page as they come in) 

c. Make sure key functionality is not-locked until on-load or total-page-load 

b. Dissect pages to understand when key functionality is usable (above the fold, top 

navigation etc.). 

a. Focus on the Critical- Path objects required up to the point of key render 

The purpose of this introduction is to share the years of experience Keynote’s Performance Consulting 

Team has amassed analyzing thousands of customer’s sites.  Given the large scope of the topics presented, 

the following pages provide a high-level recommendations presented without a large amount of 

background or supporting detail.  There is an assumption that the reader understands the basic subject 

area. If additional details are needed please contact your Keynote consultant.    
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Overall Architecture 
 

First let us consider the overall architecture of any page.  All pages are a combination of: 

1. DNS, TCP, SSL (in some cases) , application call (or calls), HTML  and content 

2. Domains, third parties, services, etc. 

Given the multiple combinations of these specific components, what is the best overall architecture? What 

are the best practices to be considered to optimize download time? 

1. Domain usage - The number of domains on a page has a major impact on performance and 

quality. Each new domain requires a new DNS and TCP request. While for many users this is very 

fast, for some users with poor network connections or geographically far from the content 

establishing TCP and DNS can add up to 500ms. A severe impact on performance.  

a. Why do sites use multiple domains? 

a. Third-party tags (tracking, analytics, ads, etc.) 

b. CDN (though less common now) 

c. Internal domain structure (content pulled from various business units etc.) 

d. Intentional Domain Sharing to increase parallel retrieving of browsers especially 

IE which only uses 2 threads pre IE8. 

 

 

 

 

 

 

2. CDN usage – Keynote would encourage all sites who can afford it and where it makes sense, to 

consider a Content Delivery Network (CDN). A CDN moves the content closer to the user allowing 

for faster round trips which is a key factor in performance. This is especially critical when serving a 

user population geographically far from the site. A CDN can also accelerate dynamic content with 

TCP optimization and can provide capacity for peak load periods. 

 

 

 

 

  

Best Practices: 
-Limit domains where possible 
-Limit to 2 per page (none third-party) 
-Consider domain sharing to be less critical with newer IE8 and beyond browsers 

Best Practices: 
-Tune TTL (live-to-live) to allow for longest term caching 
-Move all content (JS, CSS, images etc.) to the CDN 
-Enable optimization of non-static content (route optimization, etc.) 
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3. Application Requests – All pages require an application call (HTTP GET or HTTP POST) to 

retrieve the core HTML or multiple HTML documents. Many pages have multiple application calls. 

While the complexity of the modern Web demands this there are some best practices to consider. 

 

Best Practices: 
-Remove all redirections 
-All for core render using a SINGLE application calls 
-Allow for additional functionally to be done with asynchronous (non-blocking)   
application calls 

 

 

4. TCP – The entire page delivery rides atop of TCP.  The single largest issue related to TCP is the 

initial connection. This is commonly done once per domain and is largely a problem when the sites 

force new TCP connections for each request by disabling HTTP Keep Alive also known as persistent 

connections. 

 

a. The browser will establish new TCP on each domain and REUSE that connection throughout 

the life of the session 

b. Connections remain open unless they are forced close (by a server or network device 

setting) 

c. Closing connections for each request can add SECONDS to the load of a page and further  

impacts long latency networks 

Best Practices: 
-Always enable HTTP Keep Alive in all situations, on all domains 

 

 

5. Secure Socket Layer (SSL) – SSL is used to encrypt secure data.  The SSL establishment (via 

key exchange) is done on each new TCP connection and is the slowest part of the SSL process.  

Validating why Keep Alive is even more critical on SSL pages.  

 

 

  

Best Practices: 
-Limit the number of domains used on SSL pages (limiting the impact of setup) 
-Enable HTTP Keep Alive (critical for SSL pages) 
-Use SSL only when absolutely necessary 
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HTML Delivery 
 

All Web pages are built using HTML. The HTML might be in a single document or in multiple files. While 

HTML itself is typically not a major issue (the back-end generation can be a major issue) in page 

performance should be considered several best practices should be considered.  

Best Practices: 
-Reduce HTML code – Never over 50K 
-Remove whitespace and content 
-Compress (using GZIP) 
-Consider early flush of HTML allowing for loading of CSS and JSS BEFORE entire HTML 
document is loaded and read 

 

Ideal Request Order 
 

The order in which the page is requested by the browser can impact the render. Keynote recommends the 

following order: 

1. HTML 

2. CSS 

3. Core (needed for render) JS (limited to 2 files) 

4. Images 

5. Non-Core JS (not needed for initial render) 

6. Third-party tags 

This use of this general order in conjunction with the other best practices outlined here will allow for the 

fastest render of the page to the user. 
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Reduction of Elements 
 

The most important consideration in page construction is number of round-trips. It is extremely important 

to reduce the number of elements on a page. 

1. Images General – Keynote recommends the total number of request per page be under 50 

(unique).  The number of images should be reduced to 40 or less (to allow for JS and CSS etc.). 

Today pages have a few large visual images and then a large number of small images used to build 

navigation, header/footer, and other areas of the page. 

a. All images under 2K that are static should be considered for CSS Sprites 

a. Sending small images is a very inefficient use of TCP especially images under 2K 

b. CSS Sprites allow for small images to be combined into a larger image and placed 

with CSS greatly reducing the number of requests 

 

2. JS and CSS – Keynote recommends that for entry pages, the number of external JS files be no 

more than four and CSS no more than two (JS owned by the site not inclusive of third party). For 

secondary pages (after entry), the number of JS should be kept to two and CSS to one. 

a. Modular JS is great for development and allowing for small bits of code to be applied to the 

pages that need it. However, site designers should consider combining files and loading a 

global JS and CSS. When subsequent pages need a unique bit of code a secondary JS or CSS 

file can be used 

b. Keep in mind the user’s path through the site (where they enter load framework and reuse 

from cache throughout their visit) 

c. There are products that allow for AUTOMATIC combination of files while keeping the 

integrity of the code base. This would allow for developers to work in modular pieces but 

the code to be combined (or packed) upon production launch 

 

3. Designer Images – Many sites use images for layout. These small designer images include 

shadows, corners and spacers. Each of these small images (many are under 1K) add a great deal to 

the page load. Designers should consider other approaches to these designer images. 

a. Either do not use, or combine in CSS Sprites 

 

4. Tags – The number of third-party elements (tags) should be reduced. Tag audits should be 

performed to validate need for all tags. If necessary the tags should be moved BELOW render 

points (not blocking any of the sites content) and/or loaded asynchronously.  

  
Best Practices: 
-Total requested assets should be under 50 per page 
-Small (under 2K) and static images should be combined using CSS Sprites 
-Reduce external JS and CSS (4/2 for entry pages and 2/1 for subsequent) 
-Reduce use of “designer images” 
-Reduce tags and load below render point 
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Reduction of Page Size 

 

While page size is not the largest factor in increasing performance, it is important to those with 

slower connections (entry level DSL and lower).  Keynote recommends page sizes generally smaller 

than 500K (though there are exceptions). More transactional pages should be smaller which 

allows for more back-end time with marketing pages being larger. Entry pages (first pages visited) 

are typically larger while subsequent pages should be under 300K. 

 

1. GZIP – GZIP allows for the compression of all textual content (HTML, XML, CSS, JS etc.) from the 

server (or the CDN). Keynote would recommend enabling GZIP on all textual content. 

 

2. Cookie-less Domain – Using a single domain typically carries with it the overhead of cookie 

request sent with each request. This can add-up over time.  Using a separate image domain 

(without cookies) can reduce this overhead. 

 

3. Image Optimization – Images should be generally under 10K unless they are the major visual 

image on the page (in which case the images can be up to 50K). Images should be reduced in the 

following ways: 

a. Lossless compression – Removing unnecessary data in the image. No quality reduction  

b. Reduction in quality – Slight reduction in quality (palette depth etc.) can lead to large 

reductions in size 

c. Audit image sizes – Many times images are incorrectly sized for the Web. Make sure an 

audit process is in place for images released to the page/site 

 

4. Minification of JS and CSS – In addition to compression, the textual content of CSS and JS 

can be reduced.  

a. Removal of whitespace 

b. Reduction of variable names and lengths making the code smaller but less readable 

 

Best Practices: 
-Compress (using GZIP) all textual content 
-Consider a separate domain for images/assets to remove cookie traffic 
-Compress images – keep image size under 10K 
JS and CSS 
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External Java Script 
 

JavaScript is a critical part of most Web pages. JS is both inline (in the HTML) and external.   Keynote’s focus 

is on external JS. External JS files serialize in the browser (can only be loaded one at a time and block all 

content below them) and therefore are worthy of their own topic section. A single JS file carries the 

overhead of multiple files (depending on the number of threads the browser is using per domain).  If a JS is 

slow and is at the top of the page load, the entire page will be and appear slow to the user. 

Best Practices: 
-Reduce external JS to no more than 4 per entry page and 2 per subsequent page 
-Combine JS files 
-Consider a global framework for JS 
-Use inline JS for very specialized code 
-Push down all non essential JS to below the render point 

 

Third-Party Domains 
 

Keynote generally considers all ad related calls, tracking tags and analytics calls to be third-party.  Almost all 

modern sites include these third party requests in their page. It is common for most third-party providers 

to have more quality issues than the site itself. This creates a challenge to optimize performance.   As most 

of these requests are from unique domains there is a myth in the industry that they will not block content 

as the browser will simply thread around the domain experiencing issues. In fact, this not the case. There 

are many conditions (too numerous to list here) that will cause a third- party domain requests to block all 

content below it.  Keynote has documented cases where the entire page render failed because of a single 

third-party tag. Therefore, Keynote would recommend the following 

 

 

 

 

  

Best Practices: 
-Third-party request should never exceed 100ms 
-Audit tags to ensure they are needed on the page 
-Third-party tags should be below the render point (at the bottom of the document) 
-Consider requesting asynchronous tags from the third-party vendor 
-Develop your own system for forcing tags to be asynchronous (iFrames, etc.) 
-Track tag performance ongoing and blacklist those vendors who consistently cause 
issues 
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Client/Browser Execution 
 

The advent of rich interactive Web pages has pushed more and more processing to the browser. 

Technologies like AJAX, Flash, and Flex put large demands on today’s and future browsers on user’s 

machines.   This area spans the divide between traditional page construction and development of code. It is 

important to be considered as part of any performance management discussion.  

With Keynote’s proprietary tools, client/browser time can be precisely measured to determine milliseconds 

per page (excessive being over 500ms per page). Excessive time will impact the rendering of the page. A 

further optimization should be done.   The amount of time spent in this area will vary greatly based on 

browser type and machine CPU.  

If client/browser time is over 500ms thus blocking render, Keynote recommends drilling into the execution 

time on the page using dynaTrace AJAX edition tool (a free download). This tool allows for detailed profiling 

of the execution time (JS, DOM etc.) on the page. dynaTrace software Inc., is a Keynote partner. 

http://blog.dynatrace.com/2010/08/25/top-10-client-side-performance-problems-in-Web-2-0/ 

  

Best Practices: 
-Limit client/browser processing to less than 500ms 
-Develop and test in IE (the slowest JS engine) 
-Measure client/browser processing over time 
-Profile pages with more than 500ms using a tool like dynaTrace 

http://blog.dynatrace.com/2010/08/25/top-10-client-side-performance-problems-in-web-2-0/
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Cache Control 
 

While for some sites a new user is the more common visitor (i.e. coming to the site with an empty cache), 

for most sites visitors are frequently returning to the site. For the return user it is important to have a cache 

strategy.  

By default the browser will use downloaded resources from cache (without checking for the cache 

freshness) in a single SESSION (this can be overridden by intentional cache busting). However, for the next 

session the browser will honor the cache settings on the content.  If the content does not have proper 

cache control the browser will issue an if modified request. This round-trip back to the server of origin is as 

slow as a fresh frequent in most cases (given that the difference between this round-trip and a round-trip 

to deliver a small file is almost nothing).  The server will respond to the if modified request with a 304, 

indicating the browser can use the object in its cache (there have been no changes).  

It is extremely important to minimize these if modified requests. To do so Keynote recommends the 

following: 

1. For static content set far future expire headers 

a. Up to 7 days or more in the future (can be years) 

b. To allow for fresh content to always be used upon site change, implement a versioning 

approach to content names (i.e. logov1.1.gif) 

c. An alternative to far future expire is max age (does not require on a absolute clock time but 

instead an elapsed time)  

2. Remove or correctly configure ETags 

a. ETags are designed to validate content with the server (if it cannot be cached locally in the 

browser) 

a. Ideally allows for the server to only send the 304 response (not modified) and not 

the fresh content 

b. ETags are typically set per server (not per farm) making the likelihood of the user 

returning to a single server very low 

b. Configure generically (identical to the farm) or remove 

3. Never explicitly break cache indiscriminately 

a. Keynote has documented examples of setting all content to no cache 

b. Results in all content requiring a if modified request even within a session 

  
Best Practices: 
-Use Far future expire headers (or max age) 
-Implement a version control naming convention to make sure new content is fresh 
-Remove ETags 
-Limit the use of intentional no cache headers 
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Flash and Video 
 

Interactive technologies like Flash fall within the general best practices presented earlier. However, there 

are some additional things to consider: 

1. Keynote would not recommend using progressive indicators of Flash loads. This simply makes the 

page feel slow. If static images can be loaded immediately (giving the user the perception of speed) 

and then slow Flash assets (video especially) can be loaded in the background 

a. Complete the page load quickly (using static placeholder images) before loading in slow loading 

assets (videos, etc.) 

2. Keynote would not recommend building entire sites in Flash unless the site is completely static 

(micro or marketing sites, etc.) 

3. Ensure that if the Flash assets are calling non-Flash assets (images for example) that the browser 

threading model is not overridden. The images should still be called 2 (or 6) at a time per domain 

Keynote has documented issues with this and SWF files calling images 

4. Video should load progressively not requiring the entire file to load before playing 

Keynote would not consider the size of the Flash Video (FLV) in the size of the page assuming it loads 

asynchronously and it not blocking the page load.  
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Summary of Best Practices 
 

1. Begin with a good architecture 

a. Enable persistent connections 

b. Use SSL sparingly  

c. Simple domain structure (no more than 2 non third party per page) 

d. No redirects 

e. Simple application calls 

f. Use a Tier 1 CDN provider (and leverage fully) 

2. Reduce round trips 

a. Pages should have no more than 50 requests 

b. No more than 40 images 

a. Use CSS Sprites 

b. Remove designer images 

c. No more than 4 JS (for entry page) and 2 CSS (for entry page) 

a. 2 JS and 1 CSS for subsequent pages 

3. Placement of content should be optimized 

a. JS limited at the top of the document 

b. Get to visual content faster 

c. Push tags to the bottom of the page 

4. Size of the page should be reduced 

a. GZIP 

b. Image Optimization 

a. Under 10K most images (no images over 100K) 

c. Minification of  JS and CSS 

5. Optimize the return user experience 

a. Don’t break cache  

b. Set far future expire (or max age) 

c. Remove eTags 

6. Optimize page render 

a. CSS before JS 

b. Third party below key rendered content 

c. Flush HTML early to allow for faster visual render 
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