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Executive Summary  
 
Monitoring the performance of Web applications and properties is essential 

to ensuring that customers are having a good user experience when 

interactin g with application interfaces, media and content that use Rich 

Internet Applications (RIA) technologies. Rich Internet Applications use the 

newest Web 2.0 technologies, such as Ajax, Flash, Silverlight and 

sophisticated JavaScript to ensure a user experien ce on Web sites that 

have some of the characteristics of desktop applications, such as 

interactive UIs that are also quick and responsive.  

 

Both of the performance monitoring disciplines highlighted in the sidebar 

are important to IT operations teams to e nsure high performance ï 

responsiveness and availability ï of Web applications. When teams expand 

from operational monitoring to monitoring the complete end -user 

experience on the Web, both IT and business teams benefit. IT operations 

are able to accuratel y measure the performance of critical Web 

transactions, including those use desktop - like RIA technologies, using real 

browser measurement technologies. E -commerce business managers gain 

the most accurate and objective insights so that they can effectively 

benchmark and trend their Web performance against competitors.  

 

With RIAs, much of the execution of code in Web applications happens on 

the browser client, and not just the Web or application server, and 

therefore understanding what is actually happening inside a real browser 

has become imperative. To understand and measure an applicationôs 

performance, most Web monitoring tools try to emulate a user transaction 

using measurement technologies that use imitation, or emulated browsers. 

These imitation browse rs mimic, or emulate browsers like IE and Firefox to 

simulate a site or application visitorôs behavior. While emulated browser 

measurements have their place when simply monitoring for availability, a 

complete Web performance monitoring discipline must incl ude both 

operational monitoring, primarily conducted using emulated browsers, and 

true end -user experience monitoring, conducted using real browsers.  

 

This paper will illuminate why it is critical for developers, test and QA 

organizations, operations, and  business managers to rely on performance 

monitoring technologies that use a real Microsoft Internet Explorer (IE) 

browser to test Web transactions, especially for Web applications that 

employ Web 2.0 or RIA technologies.  

 

This paper will highlight four R IA examples where the end -user experience 

can only be captured with Web performance monitoring technologies that 

use a real browser:  

 

1.  Accurately capturing a snapshot of a Web page with a real browser  

2.  Measuring the impact of executing JavaScript in a  real browser  

3.  Detecting Flash plug - ins in real browsers  

4.  Precisely measuring client execution of VBScript in a real browser

Web Performance 

Monitoring  is a 

discipline for IT 

operations and E -

commerce business 

management teams 

that includes both 

operational 

monitoring and end -

user experience 

monitoring.  

 

Operational 

Monitoring  helps 

operations teams 

implement 

dependable end - to -

end performance 

monitoring for critical 

Web applications as 

a turn -key service, 

and is achieved with 

high - frequency 

application 

monitoring that 

detects response 

time and availability 

issues in real time.  

 

End - user 

Experience 

Monitoring  is the 

domain of both 

operations teams 

and performance 

analysts, who need 

to most accurately 

measure the 

performance of 

critical Web 

transactions, 

including those 

involving interactive 

Flash, from the true 

end userôs 

perspective. This 

gives full visibility 

into the userôs 

experience by 

providing real 

browser 

measurements of the 

responsiveness and 

availability of RIAs.  
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W hy Testing Web 2.0 Sites Requires Real Browser 
Measurements  

 

We constantly hear the term ñWeb 2.0,ò but if you ask someone, ñWhat is 

Web 2.0?ò you will get many different answers. Some people call it a 

technology, but it is really the second generation of Web development and 

design. This second generation includes tools that enable better 

collaboration, communication, and inte roperability on the World Wide Web. 

Social networking sites such as MySpace, Facebook, and YouTube are good 

examples of the information sharing and collaboration that we call Web 

2.0. Among Web 2.0 applications, there is a class of Rich Internet 

Applicatio ns that are made possible by technologies such as 

Ajax/JavaScript, CSS, DHTML/XHTML, and Flash/Silverlight, all working 

together.  

  

In todayôs modern Web applications, Ajax and Flash are just about 

everywhere. They are not just in Web sites that use Rich Internet 

Applications like Google Maps or rich media sites like Amazon; advanced 

Web 2.0 techniques are now found on even simple Web sites. Ajax and 

Flash redefine the role of the client and server that developers have been 

accustomed to in the design of t raditional Web applications. In the past, 

Web browsers merely displayed content that was either statically or 

dynamically processed on a Web server, and there was very little (if any) 

client -side code execution in the browser. Content ï such as HTML, CSS, 

and images -  was designed to reside on the Web server waiting for the 

server -side user session to access it, and deliver it to the client browser, 

which would then display the content. Nowadays, the most engaging Web 

applications rely on the browser to als o execute code and redisplay 

content, often requiring the browser to process code that requires a 

desktop engine, such as JavaScript engine built into the browser, or a 

Flash player installed as a Web plug - in. The Web operating system is no 

longer just res ident on the server, it is also on the userôs desktop, in the 

client -based browser.   

 



 

 
Why Real Browsers Matter  5 

The Evolution of the Web Page  
 
The Web was originally intended to help researchers share documents as 

static pages of linked text formatted in HTML. From there, Web pag es 

quickly evolved to include complex structures of text and graphics, with 

plug - in programs to play audio and video files or to stream multimedia 

content. Web developers supplement the basic browser function of 

rendering HTML by invoking code ï such as Ja vaScript, or Perl ï on the 

userôs computer. These scripts can create interface elements such as 

rollover effects, custom pull -down menus, and other navigation aids. They 

can also execute UI methods ðfor example, to validate a userôs input in an 

HTML form.  

 

These script capabilities enhance a userôs interaction with individual Web 

pages. However, they do not change the fundamental model in which 

application logic runs on the server and executes between Web pages after 

the user clicks. This behavior is said t o be synchronous ðthat is, after each 

click the user waits while the server handles the input and the browser 

downloads a response page. In e -commerce, a typical user interaction 

involves a series of Web pages, which represent steps in a larger process 

that  comprises a Web application or Rich Internet Application. This 

synchronous communication between the Web browser and the server is 

now becoming more asynchronous .  

 
How Ajax Improves the User Experience  
 
Ajax has almost become synonymous with Web 2.0. Whil e the acronym 

refers to Asynchronous JavaScript and XML, the term Ajax can also be 

used to describe any combination of client -side scripting and data 

interchange technologies (not specifically JavaScript and XML) used to 

exchange data between client and se rver asynchronously.  

 

Each implementation of Ajax can vary, but the concept is basically the 

same. Code execution is now shared between the server and client, and 

data is typically transferred asynchronously between page loads. 

Ultimately, the goal is to s mooth out the jerkiness of browser/server 

interaction inherent in the old synchronous click -and -wait model. The user 

experiences a faster, more nimble Web site, with the Web application now 

performing with the responsiveness and interactivity of a desktop 

application.  
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How Browsers Handle Rich Internet Applications  
 

The browser  performs the important role of downloading, rendering, and 

arranging Web content and enabling user interaction with the Web 

application.  It  is as important as the design  of the app lication  or the 

servers that are hosting it, since its features and capabilities can define the 

userôs experience of the Web application. It should accurately render 

content and perform exactly  as the desig ners and developers envisioned.  

 

 

As a visitor nav igates to the site, the Web browser is responsible for 

resolving the URL, requesting the appropriate content, and requesting all 

of the relevant objects that it needs to render the page that the visitor 

requested. Additionally, content - rich sites that have  animation or other 

dynamic components may also require that the browser  execute client -side 

scripting or  initialize plug - in components  -  Flash and Silverlight, for 

example -  that allow the correct content to render  and provide a rich user 

experience. When  you need to test these more dynamic sites, you quickly 

realize that understanding the browserôs behavior and its interaction with 

the Web site is critical. For example, it is  necessary not just to download 

and display HTML, but also to initialize plug - ins  that allow the display of 

current TV episodes or even navigation of the entire site . 

 

Other Web sites employ methods such as preloading content to minimize 

user wait time. JavaScript is executed by the browser to download content 

that will be used on subs equent pages before the user requests it. This 

method doesnôt reduce network time, which is typically monitored by 

emulated browsers, but does significantly increase the performance of the 

application from the userôs perspective. 

 

Companies like Microsoft and Mozilla have spent millions of dollars and 

years building real browser products such as Internet Explorer and Firefox 

to enhance the quality of the user experience on the Web. It would be 
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practically impossible to emulate the behavior of these browsers  to a high 

degree of accuracy, especially to monitor the true end -user experience ï 

e.g. emulating how IE and Firefox browsers perform multi - threading when 

downloading content from multiple domains. How the browser interacts 

with the Web application and re nders the content is entirely controlled by 

the browser, and is not a task that can be reliably emulated. IT operations 

and business managers need Web performance products that monitor the 

true end -user experience by leveraging ï embedding ï a real IE or a  

Firefox browser.  

 

IE, Firefox, Safari, Chrome, and other browsers have  all been designed 

with the same goal in mind: to provide a high -quality user experience. The 

browser will enable the execution of plug - ins, Flash, and JavaScript to give 

the user the best experience possible. As more sites adopt these 

technologies, the methods used to benchmark their performance must be 

adapted to reflect the changes in technology. Using an instrument that 

most closely approaches the end -user experience is the most acc urate way 

of capturing the ever - increasing complexities of these sites. If the 

measurement tool uses the real browser to benchmark a site, you can be 

confident that the end -userôs experience reflects what the tool is reporting. 

However, when imitation brow sers are used, the performance metrics 

frequently fail to accurately reflect the true end -user experience ï and that 

is why such a technique is used correctly for operational monitoring only.  

 

Four Web Applications That Need  Real Browser  
Monitoring  
 
Letôs take a look at four Web applications on sites where real browsers 

matter. These examples highlight how the end -user experience can be 

captured only with Web performance -monitoring technologies that use a 

real browser:  

 

1. Accurately capturing  a snapshot of  a Web page with a real bro wser  

2. Measuring the impact of executing JavaScript in a real browser   

3. Detecting Flash plug - ins  in real browsers  

4. Precisely measuring  client execution of VBScript in a real browser  

 

1. Pottery Barn -  Accurate ly  Capturing a Web Page 
with a Real Browser  
 
There are many reasons to do ongoing testing and monitoring with a 

solution that uses a real browser rather than an imitation browser. An 

important reason is the ability to accurately capture an actual high - fidelity 

bitmap o f the page when an error occurs instead of a reconstructed page. 

A bitmap of a page is generated when you take a screenshot of the actual 

page exactly as it is drawn by the browser. A reconstructed page attempts 

to recreate the layout of the page by transl ating the captured HTML.  

 

Solutions that use imitation browser testing are forced to capture the 

HTML of a page when an error occurs, since they do not actually draw or 

construct the page during the test. If you use an imitation browser to try 

to view the  page that generated the error, you will get a reconstructed 

page. While this works for simple apps, sites that use RIA technologies 

such as DHTML will not work with imitation browsers. A real browser -

testing product captures the exact page that the user s ees in a bitmap 
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image; nothing is lost in the translation by reconstructing and redrawing 

the page.  

 

 
 
In the example above, Pottery Barnôs Web site is using DHTML to display a 

Web page, but the page did not display correctly. The page looks ñwashed 

outò because the previous pageôs graphics and text seem to float on the 

page. This triggered an error when the user attempted to add the product 

for sale, washcloths in this example, to their shopping chart. In turn, this 

error caused performance problems. When  operation managers see a 

performance issue they want to quickly resolve the problem to reduce the 

number of users who could be impacted. To capture the Web page exactly 

as the user would experience it, you need real browser technology that 

captures the ac tual dynamic behavior of the Web site.  

 

An imitation browser that c aptures individual objects would try to 

reconstruct this image by assembling objects  via HTML, a process that can 

be e rror prone and can result in a m isleading analysis . Screen 

reconstruct ion would have extreme difficulty displaying the DHTML 

behavior used by a site like Pottery Barn.  

 

Using an imitation browser is like reconstructing a crime scene from 

someoneôs memory of it. Using real browser technology is like using a 

surveillance camer a to take a snapshot of the actual crime scene.  
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2. Borders -  Measuring the impact of executing 
JavaScript in a Real Browser  

 
A detailed look at the Borders Web site shows why testing with a real 

browser is  the best way to capture interaction on the clie nt side.  It is 

important to understand that you need to capture the total user 

experience time  when measuring performance. Total user experience time  

is a metric reported in Web performance monitoring tools, and this  

includes network time  and client time . Network time  is the total time 

needed to download a Web page from the networkôs point of view. It starts 

from the beginning of the base fileôs DNS lookup, and it ends when the last 

packet of the last page element has been delivered. Client  t ime is the time  

during which page element execution  is taking place, s uch as executing 

JavaScript or executing and displaying Flash objects.  End-user experience 

monitoring with real browsers gives you both the network time and client 

execution time. Imitation browsers ca nnot capture client execution time  at 

all .  

 
When a user accesses the Borders home page, the page executes 

JavaScript on the client side to give the user a rich interactive experience. 

The client -side execution time is part of the total user experience t ime that 

needs to be measured. The other component being measured is network 

time. Network time may include the following components: DNS lookup, 

initial connection, SSL, redirection, request time, first byte download, and 

content download.  

 

A waterfall c hart then displays all the objects on a page and their response 

times. Below we drill into the waterfall to better understand what 

components could be causing the performance slowdown. This Bo rdersô 

transaction shows how Keynote Systemsô real browser appro ach executes 

a JavaScript function contained in a .js file  to determine which content it 

will down load based on a client cookie. The  waterfall below shows a break 

(client execution time) in the download time,  which shows exactly how 

long it takes to execut e that JavaScript code.  

 

Total user experience 

time ( Total Time)  is 

capt ured by 

measuring ( Network 

Time)  plus client 

execution time 

(Client Time).  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Network time  is the 

total time needed to 

download a Web 

page from the 

networkôs point of 

view.  

 




